F A I R G R O U N D S    N E I G H B O R H O O D    A S S O C I A T I O N

Bridget Schwarz
P.O. Box 61731

Executive Board
Vancouver, WA 98666

360.573.5873
May 6, 2009
bridget@bridge-i-t.com

Greetings –

COMMISSIONER  TOM MIELKE.  Tom will be our guest at the May meeting.  Tom represents District 1 (our neighborhood).  Hear what’s on his mind and tell him what’s on yours.  We meet on Thursday May 14 at 7 pm in the Community of Christ meeting room at 400 NE 179th Street.

NAME  THAT  PARK.  As described in this newsletter, planning is underway for a new neighborhood park at NE 179th Street and NE 29th Avenue.  Send us suggestions for a name and we’ll vote on it.

PC  HORROR  STORY.  Last week, as I shut down my business computer for the day, I found 2 tabs in my web browser (Microsoft Internet Explorer) that I had not opened.  One was an ad pop-up.  I knew better than to click on the link so I clicked on the X box (close) in the upper right hand corner.

Disaster struck.  My computer ran amuck.  I could not close open applications.  Ctrl-Alt-Del did not work.  Neither did the hardware reset button.  So I had to pull the plug.  When I rebooted, my anti-virus software detected 62 infected files.

But that was just the tip on the iceberg:

· If I had quarantined those files – as recommended by my anti-virus software - I would have rendered my computer inoperable.

· Anti-virus software only detects infected files, not infected registers.

· When you click to access a website, many other programs (Javascripts) can piggy back onto your machine without your knowledge.

Battle Ground Computer got my system back up and running without reinstalling any software or losing any files.  They say I dodged a bullet.  I say they are geniuses!

With permission from BG Computers I have reprinted their “Must Read” article on Security and the Internet.  Internet security threats are real, and serious.

Regards,

Bridget Schwarz

For the Executive Board

F A I R G R O U N D S    N E I G H B O R H O O D    A S S O C I A T I O N

INTERNET  SECURITY

This article is reprinted with permission of Tom Cross, owner of Battle Ground Computers.  It is well worth your time to read it.  As I learned first hand, ignore his warnings about internet security threats at your own peril!  Bridget

BATTLE GROUND COMPUTERS
360.666.7647
Tom Cross, owner

In today’s internet environment, an uninformed or complacent computer user will be an “infected” user in no time.  The 10 minutes it takes you to read through and digest this page will be an excellent investment in keeping your computer “safe’ over time.

In our repair shop, when we scan a computer for security breaches, we’re looking for what we call “malware”.  What is malware?  Malware is the term now used in the industry to describe any type of virus, adware, spyware, etc that has “infected” a computer system.  This “infection” can occur in several different ways, most of which are not evident to you, the user.  Malware commonly downloads when you click on pop-up boxes, visit certain internet sites or open some e-mail attachments, or can even be built into seemingly innocuous software programs you purchase and install.  In this paper, we’ll use another term – “hacker” – to mean anyone benefiting by illegal access to/use of your computer.

Why is the malware on your computer?  This is critical for you to understand:  the creators of malware programs trying to ”infect” your computer are doing so to make money – BIG money.

These criminals have now diversified, with each specializing in a particular type of activity:  Some hackers specialize in gaining access to your computer in order to add it to a “botnet”, a network of similarly compromised machines that can be remotely controlled by the attacker (botmaster); the botmaster can then sell use of your computer to others.  (Without your knowledge, you computer may be used to spread spam or viral emails.)  Some hackers specialize in harvesting data; they pay the botmaster to install “keyloggers” on the botnet computers, keeping track of data (like bank card numbers!) you type in.  These hackers then sell the harvested to data to those who know how to use the information for identity and credit card theft and fraud.  And it just goes on from there.

Although the “good guys” are always working on ways to fight the “bad guys”, as soon as one defense is created, the hackers will find a way around it.  In the last year, they have shifted their efforts to infecting computers through the use of Javascript programs embedded in websites (including MySpace).  Javascript is a very powerful, legitimate technology used by many websites to generate menus, forms and links.  Because websites must be accessible through whatever firewall you use, the hackers know you can’t use that firewall protection to stop their use of Javascript to “infect” your computer.

What can you do to keep your computer safe?

1.
Stop using Internet Explorer, MSN Explorer, Windows Live care, or, for the most part, any Microsoft product designed for internet usage.  Why?  Microsoft has invested fortunes in developing the technologies embedded in their products that make the internet more powerful and functional: ActiveX, Browser Helper Objects (BHO), etc.  Because Microsoft is the largest software developer, it is also the largest target and the easiest hacked.  The attackers have attended the same training on the use (exploitation) of these technologies, some hackers are probably even MS-certified.

2.
Use Mozilla Firefox as your internet browser with the NoScript plugin.  Firefox does not contain ActiveX or BHO technology.  The NoScript plugin stops websites from automatically executing embedded Javascript programs.  Although it requires you to go through one extra step in accessing some websites, learn to use NoScript; it will not interfere with legitimate Javascript programs but will block infectious Javascript.

3 Always run your Windows updates – make sure your computer is set to automatically do the updates.  Learn to configure the automatic update function. Microsoft releases updates on the second Tuesday of each month unless there is a particularly nasty exploit of a known vulnerability, then they will release the update out of cycle.  Visit http://windowsupdate.micrsoft.com to download and install the latest updates.

F A I R G R O U N D S    N E I G H B O R H O O D    A S S O C I A T I O N

INTERNET  SECURITY

(continued)

4. Use a good anti-virus program.  Stop using Norton and McAfee anti-virus programs.  Because they are the best known virus programs, they can be (and probably have been) disabled in your computer by malware, even though both will seem to continue to update and scan, reporting that nothing is found.  The program we are currently installing on computers we repair is AntiVir, an excellent anti-virus program available for download free at http://free-av.com.  Scan your computer using AntiVir or another lesser-known product at least weekly; learn to schedule automatic scanning times.  Check the quarantine logs to see if the anti-virus is still effective.  Remember that as the popularity of a particular brand of protection software increases, the protection itself becomes a target for hackers.

5.
Use Spyware tools.  We regularly install Spybot Search and Destroy, AdWare 2007, and CounterSpy.  These programs have been around for a long time and are well know products that identify when “spyware’ has infected your computer.  None of these programs, however, can stop the spyware from installing.  Make note that one of the hacker’s current favorite tricks is to masquerade as a spyware tool when, in fact they are spyware themselves.  If you receive a pop-up message that your computer is “in danger” and needs the protection of some new product or program, check this link for information about the variety of threats that exist: http://research.sunblet-software.com/Browse_Library.aspx.  The following link is to the blog of Sunbelt Software (makers of CounterSpy), where their researches post their findings on current internet exploitation.  Visit this link regularly to get a feel for the many ruses being used by the hackers to infect your computer.  Read the archives, too.  You’ll be amazed at what’s going on!

6. Change your thinking.  Hackers are using every imaginable method to gain access to your computer.  If they can entice you to click your mouse button, they can infect your computer.  Viruses can send copies of themselves in instant messaging  and website popups.  Through the use of imbedded pop-up JavaScript they can get to your remotely from a hacked website.  By hijacking Internet Explorer (a common practice), hackers can redirect the browser to an infected website.  Another favorite delivery devise is e-mail attachments.  Don’t trust any e-mails that tell you you’re infected and you need to open an attachment to get a virus removal tool, a new password or product code.  Likewise, never open an attachments from people you don’t know or with subject lines that seem specious.

Remember that the domain of hackers extends across all boundaries.  If you download free programs (icons, toolbars, utilities, music, movies) any of these downloads can be easily be “infected’ with malware.  These embedded programs, once in your computer, can bypass detection by modifying Windows security, disabling the anti-virus program, installing a root kit, making a Javascript call to an infectious website, etc.  P2P file sharing applications (Limewire, Kazaa, Morpheus, eMule, etc.) are one of the most common vectors for hackers.  We have seen a computer frorm a heavy P2P user that contained over 27,000 viruses – all 27,000 files were names of enticing music and programs that the hackers knew people would want for free – QuickBooks Pro 2007, Norton Internet Security, etc.

Finally, learn to use the above programs yourself (by using the help function).  Become comfortable using these tools and update them regularly.  But remember, the function of these programs is to find instances of malware that have already made it onto your computer.  In today’s internet environment, there is no “magic bullet’ that will keep your completely safe.

Rootkits.  A rootkit is not a virus.  It is a cloaking technology that hacks the basic functions of Windows and hides the files installed by the hacker.  (Check out the rootkit section of the research.sunblet link above.)  Since rootkits hack the parts of Windows that display files, processes, threats, etc. the ability to detect a rootkit wihile running Windows is nearly impossible.  In spite of the various rootkit detectors out there, rootkit detection still remains a very difficult task.  When we have completed scans with the above tools, and the computer still seems to be sluggish or misbehaving, we have to entertain the possibility that a rootkit is in effect.  In that case, there is no other remedy but to reformat the hard drive and reinstall Windows.

BATTLE GROUND COMPUTERS
360.666.7647
Tom Cross, owner
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FGNA  May  14  meeting

Clark County Commissioner Tom Mielke

Thursday May 14 at 7:00 PM

Community of Christ Meeting Room, 400 NE 179th ST

This month Clark County Commissioner Tom Mielke will be our guest.  Last year, as a candidate, Tom came to our July meeting.  In January Tom joined the BoCC as the board member from our area - District 1.  (He replaces Betty Sue Morris.)  Tom has lots of ideas to improve county government.  Come and give him your feedback.

FGNA  June  11  meeting

Fairgrounds Public Safety complex expansion

Thursday June 11 at 7:00 PM

Community of Christ Meeting Room, 400 NE 179th ST

In June Mike Ciraulo from the Clark County Fire & Rescue District will be our guest.  He will share with us their planning for a new regional training facility on the west side of the Fairgrunds Public Safety complex.  And Clark/Vancouver Parks & Recreation will return to get our feedback on their preliminary plans for a new park in our neighborhood (NE 179th Street and NE 29th Avenue).

FGNA  July  9  meeting

Fun times!  Picnic and BBQ

Thursday July 9 at 7:00 PM

Community of Christ Meeting Room, 400 NE 179th ST

We will take a break from our usual routine.  In July we’ll have a “meet and eat” event  Contact Vicki Fitzsimmons (573.6604) or Maureen Jondahl (574.2600) to help plan this fun meeting  (I’ll bring the root beer floats.  Bridget).

FGNA  August  meeting

There is no meeting!  Enjoy the fair!
FGNA  monthly  meetings

Second Thursdays at 7:00 PM

Community of Christ Meeting Room, 400 NE 179th ST

Contact EB member Vicki Fitzsimmons (573.6604 or vicki.fitzsimmons@edwardjones.com) with suggestions for speakers and topics.
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WELCOME  to  WASHINGTON

The state of Washington welcome sign on the east side of I-5 just south of 4th Plain Blvd needs attention.  Want to help make this sign beautiful again?

On Sunday, May 17 starting at 8 am volunteers will step in to fill this gap in the WS-DOT budget.  The area has already been prepared for the project.  We have roughly 1750 plants to unload and dig in.

Dress appropriately for the weather and bring your favorite planting tools, gloves, water, snacks, etc.

Safety is important, so we are encouraging each individual to watch a short DVD for traffic safety since we are working by the side of the freeway.  We’ll have a laptop computer with the DVD running so you will be well prepared to be working in this potentially dangerous location.  You will also have a form to fill out for WS-DOT as well in case of any injury.  We'll have the forms at the site.

Parking is available at the old Tourist Center parking lot.  It is located on the east side of the northbound I-5 exit to 4th Plain Blvd.  There will be traffic control set up to safely get you in.  It will be about a one hundred yard walk to the planting area. 

If you need more information regarding this project, please email Yvette at ygolemo@hotmail.com.

(NEW)  NEIGHBORHOOD  PARK

Clark County is getting ready to design a new park located at 17410 NE 29th Ave., south of NE 179th Street.  The property is flat and grassy with a handful of trees around the perimeter.  (The house will be removed.)
Planning and design has begun, and will be complete around the end of the year.  Construction is tentatively scheduled to begin in 2010.
Help us plan and design our new park!  Please take a few minutes to fill out the electronic comment form about this park development project by visiting the new project Web page: www.clarkparks.org/projects/stanton.htm.   Your answers will be used to help prepare several different preliminary concept plans showing what this park might look like. These plans will then be presented at our June FGNA monthly meeting.  All comments must be received by May 31, 2009.

We look forward to working with the parks department on this park development project.

COMMUNITY  EVENT

Plans are underway for a fun event where our community can get energized and connect.  It involves Lewis & Clark Expedition presenter, Roger Wendlick, a nationally recognized Lewis & Clark historian.  Mr. Wendlick is engaging, informative, and entertaining as he portrays George Drouillard – third most important member of the Corps of Discovery/First Person Interpreter.

Join us on Saturday May 30 from 1 to 4:30 in the 6th floor public hearing room at the Clark County Public Services building (1300 Franklin)  To RSVP, or if you have questions, contact Jamie Allen at 360-573-4030.
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Vicki Fitzsimmons
573.6604
vicki.fitzsimmons@edwardjones.com

Don Golden
566.8246
dgg98686@netzero.com
Dennis Johnson
576-8781
kardenj@aol.com
Maureen Jondahl
574.2600
mjondahl@hotmail.com
Winton Jondahl
574.2600
mjondahl@hotmail.com

Marge Meyer
573-1563
parklady1@juno.com
Melvin Rodda
887.3295
ordda@pacifier.com

Bridget Schwarz
573-5873
bridget@bridge-i-t.com
George Vartanian
546-3243
gvart@comcast.net
_____________________________________________________________________

G E N E R A L     M E E T I N G S :

WE MEET at 7 PM ON SECOND THURSDAYS AT THE COMMUNITY of CHRIST MEETING ROOM

400 NE 179TH STREET, 1/2 MILE WEST OF I-5

OUR BOUNDARIES :

NORTH, 219TH STREET; WEST, LAKE RIVER; EAST, NE 72ND AVENUE;

SOUTH – WEST OF I-5, NW 151st STREET TO NW 41st AVENUE TO NW / NE 164TH STREET;

EAST OF I-5, NE KLINELINE RD TO NE 119TH ST TO SALMON CREEK TO NE 50TH AVE

TO NE 149TH ST TO NE 72ND AVE
The fine print:

Fairgrounds Neighborhood Association newsletters are printed free of charge by the Clark County Public Information and Outreach Office.  The information and views expressed are solely those of the Fairgrounds Neighborhood Association and not of Clark County Government or the Public Information and Outreach Office.

___________________________________________________________________
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Vancouver, WA 98666










